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Our top tips for Scams Awareness
Week

If you could only do 3 things to protect yourself from
scammers this tax time, start with these tips.

Published 8 August 2025

Tax time is in full swing and so are the scammers! Their aim? To trick
you into handing over your personal information so they can steal your
identity and commit fraud in your name.

Scams Awareness Week is from 25-29 August 2025. It’s a great
reminder to stop and take a sec to check it's really us contacting you.
We know you're busy, juggling multiple deadlines, but scammers plan
on you being distracted.

Do these 3 things to help protect yourself:

1. Don’t be fooled by emails and texts with QR codes or links to an
online portal that claim to be about your tax — that’s a scammer
trying to steal your personal information.

2. When checking the status of your tax return or using online
services, always type the URL into your web browser — don’t click a
link in a message.

3. Make sure you protect your TFN, ABN and myID/RAM login details.
Never give out your personal information to anyone unless they
genuinely need it.

If you think a phone call, SMS, voicemail, email or social media
interaction claiming to be from the ATO is not genuine, do not engage
with it. You should:

e go to verify or report a scam to see how to spot and report a scam,
or



e if you have divulged information or paid a scammer money, phone
us immediately on 1800 008 540.

Learn more at ato.gov.au/scamsafe.

Keep up to date

We have tailored communication channels just for small businesses -
so you'll always be up to date with the latest information and changes
relevant to you.

e Explore more articles in our Small business newsroom.

e Subscribe to our free monthly Small business email newsletter [4.

e Get email notifications about new and updated information on our
website — just select the Business and organisations category to get
updates relevant to you - including more newsroom articles like this
one.
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Our commitment to you

We are committed to providing you with accurate, consistent and clear
information to help you understand your rights and entitlements and meet
your obligations.

If you follow our information and it turns out to be incorrect, or it is
misleading and you make a mistake as a result, we will take that into
account when determining what action, if any, we should take.

Some of the information on this website applies to a specific financial year.
This is clearly marked. Make sure you have the information for the right year
before making decisions based on that information.

If you feel that our information does not fully cover your circumstances, or
you are unsure how it applies to you, contact us or seek professional
advice.
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