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Stay safe online cyber hygiene
habits for business

Use our tips to protect your business from common cyber
security threats this tax time.
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With tax time in full swing, it's important to keep your business secure
online and put systems and processes in place to help reduce the risk
of a cyber event. You should also plan for what you'll do if a cyber-
attack occurs.

Every Australian business — large or small —is a target for cyber-
attacks. There are practical steps you can take to make your business
more cyber secure. However, to be effective, you need to make these
steps business habits. They include safeguarding accounts, protecting
devices and information, and preparing your staff to identify cyber
threats.

To help reduce the risk of a cyber breach:

* Run the latest software updates to ensure your operating system
and antivirus is current.

e Always access online government services, like myGov, by typing
the address into your internet browser yourself.

e |If something doesn't seem genuine, don’t engage with it. Visit
ato.gov.au/scams to verify or report the contact and see examples
of the latest ATO impersonation scams.

e Educate staff on scam and cyber security awareness.

e Always be careful clicking links and providing personally identifiable
information. We've removed hyperlinks from all outbound unsolicited
SMS, making it easier to identify legitimate SMS messages from us.



e Never give out personal information over social media — we'll never
ask you to do this, and we also don't use private messaging. Block
the account and send a screenshot of the profile to
ReportScams@ato.gov.au.

e Hang up on suspicious phone calls claiming to be from the ATO.
Always phone us back on a number you have looked up yourself.

The Australian Signals Directorate is the Australian Government'’s
leading authority for cyber security advice and help, through the
Australian Cyber Security Centre. Visit their website to learn how to
protect your business and employees [4 from common cyber security
threats faced by Australian businesses.

For more advice about how to stay safe online and protect your
information, visit our website.

Keep up to date

We have tailored communication channels for medium, large and
multinational businesses, to keep you up to date with updates and
changes you need to know.

Read more articles in our online Business bulletins newsroom.
Subscribe to our free:

 fortnightly Business bulletins email newsletter 4

e email notifications about new and updated information on our
website — you can choose to receive updates relevant to your
situation. Choose the '‘Business and organisations' category to
ensure your subscription includes notifications for more Business
bulletins newsroom articles like this one.
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Our commitment to you

We are committed to providing you with accurate, consistent and clear
information to help you understand your rights and entitlements and meet
your obligations.



If you follow our information and it turns out to be incorrect, or it is
misleading and you make a mistake as a result, we will take that into
account when determining what action, if any, we should take.

Some of the information on this website applies to a specific financial year.
This is clearly marked. Make sure you have the information for the right year
before making decisions based on that information.

If you feel that our information does not fully cover your circumstances, or
you are unsure how it applies to you, contact us or seek professional
advice.
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