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Australians can now instantly confirm whether a call claiming to be
from the Australian Taxation Office (ATO) is genuine, with the launch of
a new in-app security feature designed to shut down scammers.

The new verify call feature in ATO app allows users to confirm, in real
time, they are speaking with the real ATO, not a fraudster.

ATO Assistant Commissioner Anita Challen says the new feature puts
control back in taxpayers’ hands to be able to shut down calls that are
not from the ATO and protect their accounts.

‘Scammers are becoming increasingly savvy, making it harder for
individuals to distinguish between illegitimate and genuine contact,’ Ms
Challen said.

‘This powerful security measure means fraudsters will find it harder to
pretend to impersonate the ATO, Australians will have more control of
their accounts and more certainty that they are dealing with the real
tax office.’

The ATO app provides a quick, easy and secure way for people to
manage their tax and super on the go and protect themselves from
scammers.

Taxpayers are encouraged to download the ATO app and register their
device. Then, when taxpayers receive a call from someone claiming to
be from the ATO, they simply need to open the ATO app, login and
select the verify call option. Within 30 seconds, a notification should
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confirm it is an ATO call. If it doesn’t appear, users should treat it as a
scam call and hang up.

Delivered as part of the Counter Fraud Program, this feature bolsters
the ATO’s existing fraud controls in the app which are designed to keep
taxpayers’ accounts secure and includes:

Real time messages when key changes are made to their account.

Account locking to prevent unauthorised access or fraudulent
activity.

The ATO continues to see impersonation scams peak during tax time
with almost 7,500 ATO impersonation scams reported in July 2025
alone and is warning Australians to stay vigilant.

‘April Fool’s may have passed but don’t be fooled by fraudsters
attempting to access your tax and super accounts,’ said Ms Challen.

‘Scammers are primed for the opportunity during tax time to try to take
advantage of taxpayers who may be expecting communications from
the ATO.’

‘When in doubt, stop and check, before responding or acting on a call
or message claiming to be from the ATO.

The most secure way to sign in to the ATO app and ATO online
services is using myID. For the best protection, ensure your myID is set
up to the highest identity strength.

If taxpayers receive a suspicious call, SMS, email or social media
message:

Do not reply, click on any links or download any attachments.

Visit verify or report a scam to check or report it.

Call the ATO immediately on 1800 008 540, if personal information
or payment has been shared with a scammer.

Visit ato.gov.au/scamsafe for more information on how to protect
personal information and stay safe from scammers.

Notes to journalists
Assistant Commissioner Anita Challen is available for interviews on
request.



Our commitment to you
We are committed to providing you with accurate, consistent and clear
information to help you understand your rights and entitlements and meet
your obligations.

If you follow our information and it turns out to be incorrect, or it is
misleading and you make a mistake as a result, we will take that into
account when determining what action, if any, we should take.

Some of the information on this website applies to a specific financial year.
This is clearly marked. Make sure you have the information for the right year
before making decisions based on that information.

If you feel that our information does not fully cover your circumstances, or
you are unsure how it applies to you, contact us or seek professional
advice.
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