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Email compromise presents one of the most reported cyber security
risks according to the Australian Signals Directorate �ASD� � the
federal agency running Australia's Cyber Security Centre.

Email accounts are valuable targets for cybercriminals as they can be
used to impersonate account owners, spread scams or malicious links,
access sensitive information, and perform password resets.

To help keep your organisation safe, put systems and processes in
place to reduce the risk of a cyber event, and plan for what to do if one
occurs. The ASD recommends that your organisation takes these
simple steps to review your email security :

check your email settings

turn on multi-factor authentication

turn on email content filtering

train staff and volunteers to recognise suspicious email activity.

The ASD have developed guidance and information  to help you to
improve your organisation’s cyber defences and help your NFP
respond to and recover from cyber incidents.

And if you get a phone call, text message or email that claims to be
from the ATO but something feels off, don’t engage with it – visit verify
or report a scam on the ATO website or call 1800 008 540 for
confirmation.

Stay safe: protect your NFP from
email cybercrime
Protecting your NFP from rising cyber threats has never
been more important. Review your NFP’s email security
now.
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Our commitment to you
We are committed to providing you with accurate, consistent and clear
information to help you understand your rights and entitlements and meet
your obligations.

If you follow our information and it turns out to be incorrect, or it is
misleading and you make a mistake as a result, we will take that into
account when determining what action, if any, we should take.

Some of the information on this website applies to a specific financial year.
This is clearly marked. Make sure you have the information for the right year
before making decisions based on that information.

If you feel that our information does not fully cover your circumstances, or
you are unsure how it applies to you, contact us or seek professional
advice.
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You are free to copy, adapt, modify, transmit and distribute this material as
you wish (but not in any way that suggests the ATO or the Commonwealth
endorses you or any of your services or products).

Keep up to date
Read more articles in the Not-for-profit newsroom and, if you haven't
already, subscribe  to our free monthly newsletter Not-for-profit
news to be alerted when we publish new articles.

For updates throughout the month, Assistant Commissioner Jennifer
Moltisanti regularly shares blog posts and updates on her LinkedIn
 profile. And you can check out our online platform ATO Community
 to find answers to your tax and super questions.
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