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Tax time is in full swing and so are cyber criminals! Their aim? To steal
personal information and commit fraud. High-profile breaches at major
Australian enterprises demonstrates that even well-resourced
organisations remain vulnerable to sophisticated cybercriminals.

Cyber Security Awareness Month is a timely reminder for businesses
to check their digital defence and ensure they're building a cyber safe
culture. Just like locking your front door, cyber safety should be part of
your business's everyday routine.

This month we're asking businesses to talk to their employees about
how they can protect their personal information by:

Setting up myID – it’s your digital armour when accessing ATO online
services through myGov. Set it up to the highest identity strength
you can. The higher the strength, the more protected you are.

Downloading the ATO app – manage tax and super easily while
receiving real-time alerts when changes are made to your account.
If something doesn’t look right, you can lock your account instantly
and follow the prompts to secure it.

To protect from cyber threats, adopt these 3 simple cyber safety
habits:

1. Keep your devices updated. Regular software updates help defend
against threats.

Step up your cyber security this
October
Cyber Security Awareness Month is a great reminder to
make cyber safety part of your everyday routine.
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Our commitment to you
We are committed to providing you with accurate, consistent and clear
information to help you understand your rights and entitlements and meet
your obligations.

If you follow our information and it turns out to be incorrect, or it is
misleading and you make a mistake as a result, we will take that into
account when determining what action, if any, we should take.

2. Use strong, unique passphrases. Combine 4 or more random words
like 'ocean lamp tiger cloud' and add special characters or numbers
for extra strength. Avoid quotes, personal details or predictable
phrases.

3. Turn on multi-factor authentication (MFA). It adds an extra layer of
protection by requiring 2 or more forms of ID – like a passphrase
and your biometrics making it much harder for intruders to gain
access.

For more information on how to create a cyber safe culture visit our
cyber safety page.

Keep up to date
We have tailored communication channels for medium, large and
multinational businesses, to keep you up to date with updates and
changes you need to know.

Read more articles in our online Business bulletins newsroom.

Subscribe to our free:

fortnightly Business bulletins email newsletter

email notifications about new and updated information on our
website – you can choose to receive updates relevant to your
situation. Choose the 'Business and organisations' category to
ensure your subscription includes notifications for more Business
bulletins newsroom articles like this one.
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Some of the information on this website applies to a specific financial year.
This is clearly marked. Make sure you have the information for the right year
before making decisions based on that information.

If you feel that our information does not fully cover your circumstances, or
you are unsure how it applies to you, contact us or seek professional
advice.
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