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Villain Academy – a game of unscrupulous infiltration
Fraud Prevention and Internal Investigations challenge you to navigate the twists and turns as you play the Villain Academy game.

You are a mastermind of crime. You have a plan to infiltrate the ATO. But how will you do it?  
In this ‘choose your own adventure’ game, you will step into the shoes of a villain and face the challenges of a ruthless infiltration. You will have to make choices. Will you succeed in your mission, or will you be exposed?
Villain Academy is a game that will test your skills and judgment, show you the darker side of human nature, and the consequences of your choices. You will learn how to protect yourself and others from fraud and corruption risks.
The Villain Academy game comes with a support guide that provides more detailed information on the themes covered in the game. The game and guide are designed to work together.
Additionally, there is a manager’s guide available which is specifically designed to help managers lead discussions with their team.
In this game you will be presented with options and they will then be repeated for you to select from.
Your mission awaits.
Let’s play the game
A digitally disguised figure appears. 
You hear a voice say: “Welcome to Villain Academy. Here, you will learn the art of fraud and corruption and I will be your teacher. 
Who am I? That is not important.
All that matters is that you listen.
Because I am about to teach you how to take control of an employee in a large organisation and manipulate them into doing your evil bidding.
Our ultimate goal?
To access confidential records and information held by the Australian Taxation Office.



But first, let’s get to know a bit more about you. Like, what is your bank account’s pin number, for instance?”
End of monologue. Over to you. 
[bookmark: _Select_one_of]Select one of the following 2 responses.
Sure, I’ll email it to you. Or Nice try, pal
[bookmark: _Oh_dear._You’ve]Oh dear. You’ve failed at the first test! 
I’m afraid you’re just not cut out for this game. Goodbye. 
PS. my email is scammaster99@scammail.con if you still want to send me your PIN.
Go back and try again
[bookmark: _Excellent._You_saw]Excellent. You saw through my ruse and have passed the first test. 
You have potential. 
Let us proceed.
[bookmark: _To_infiltrate_the]Mission 1. To infiltrate the ATO, we’re going to need a person on the inside.
Your first job will be to identify a target employee of the ATO suitable for grooming.
According to their social media profile, the first target:
•	has worked at the ATO for 5 years
•	is a member of Facebook groups called ‘Climate Action Now’ and ‘Save The Animals’
•	recently posted that they are ‘so over work right now.’
The second target:
•	has worked processing claims for 5 years and has baseline security clearance
•	lists detailed job tasks and achievements and has a busy workload
•	is a member of Facebook group ‘Financial Hardship Help.’
Lastly, the third target:
•	lists his employer as ‘Australian Government’ for the last 5 years.
•	has his account set to ‘private.’
Which target will you choose?
Target one
Target two
Target three
[bookmark: _Not_bad.]Not bad.
While this target wasn’t the best choice, they still have potential. Here’s why.
You know they’re an ATO employee, so they’re right where you need them to be.
They posted about being frustrated by their work, indicating they want to be heard and understood. 
There are valuable insights into their values and interests in their social media that will help you establish a rapport. 
Choose again, if you wish or move onto your next mission.
[bookmark: _Well_done!]Well done! 
You chose the most suitable target. What makes them the ideal subject for grooming?
They work at the ATO, so they’ll have inside access.
They have baseline security clearance.
They specified which jobs they do, so you can immediately see if they will be of use to you.
Choose again, if you wish or move onto your next mission.
Their membership of financial hardship support groups reveals they may money problems, making them more susceptible to bribes.
There might be more potential ATO employee targets in their social media contacts.
[bookmark: _Try_harder.]Try harder.
This target is the least vulnerable of the three. Why?
· While you know they work in government, not knowing which department they work for makes them less valuable. 
· Their profile set to private denies us access to useful information about them. 
Choose again, if you wish or move onto your next mission.
[bookmark: _Now_that_we’ve]Mission 2. Now that we’ve identified the most vulnerable target, it’s time to dig a little deeper and learn more about them. 
You can opt to: 
· google your target to gain as much background information about them as possible
· search social media profiles for a possible spouse 
· investigate one regular commenter on the target’s social media – they could be a close friend.
Select your next stop from the following options: 
· You google your target to gain as much background information about them as possible.
· You search social media profiles for a possible spouse. 
· You investigate one regular commenter on the target’s social media – they could be a close friend.
[bookmark: _Not_a_bad]Not a bad choice.
A Google search could reveal so much more about your target’s private life by leading you to their Facebook, Instagram, and other social media profiles.
In fact, you’ve just discovered they go to a gym near you. Excellent! 
Choose again, if you wish or move onto your next mission.
[bookmark: _You_manage_to]You manage to identify the target’s spouse. 
And great news! The spouse’s social media is set to ‘public’, so you can learn more about the target’s family.
Even where they live.
The more information you have, the more power you have! 
Choose again, if you wish or move onto your next mission.
[bookmark: _Excellent.]Excellent. 
It turns out this regular commenter is a close friend. 
Better still, this friend’s social media account is public and features pictures that suggest that your target and this friend take illicit drugs together.
Information like this can be used to bond with your target or, of course, blackmail them.
[evil laughter] 
Choose again, if you wish or move onto your next mission.
[bookmark: _Right,_time_for]Mission 3. Right, time for your next mission. 
Now it’s time to break the ice. 
Option 1: Play the long game.
You start frequenting the gym your target attends after work.
After a few weeks, you break the ice by asking their advice on how to use a piece of gym equipment.
Option 2: Approach with confidence.
You know which gym your target goes to, so you turn up there one day and immediately introduce yourself to them. No time like the present!
Option 3: Be bold and direct. 
You ‘accidentally’ bump into them one lunchtime outside their ATO workplace, introduce yourself and invite them to join you for coffee.
How will you initiate contact with your target?
· Play the long game?
· Approach with confidence?
· Be bold and direct? 
[bookmark: _Excellent_work.]Excellent work. 
Your subtle, measured approach has made your meeting seem entirely natural and unrelated to their job at the ATO.
Now they’ll be much less likely to see you as the villain that you are. 
Now, choose again or proceed to the next mission.
[bookmark: _This_wasn’t_the]This wasn’t the best choice available
Approaching them at the gym is completely unrelated to work.
But because you lacked patience, there’s a chance you could seem suspicious – and that could blow your cover.
So why not choose again? Or proceed to the next mission.
[bookmark: _Mission_failed.]Mission failed.
You have failed this mission. 
Your tactless method of using the personal information you gathered was too obviously connected to their place of work, and too contrived. 
The target was immediately suspicious and reported a security incident. 
Worse still, now they’ll avoid you like the plague. In the real world, you would be back at square one.
Choose a better option.
[bookmark: _It’s_time_to]Mission 4. It’s time to talk to your target.
You catch up for a coffee with your target, one on one. 
The conversation could go a few different ways. 
Option 1: Talk about the news.
Do you discuss recent news events?
Option 2: Feign interest and use flattery.
Do you use flattery and feign interest in their hobbies and problems as if they are also yours?
Option 3: Talk about yourself. 
Or do only you talk about stuff you’re interested in, in an attempt to make them comfortable?
Select your choice of conversation: 
· Talk about the news.
· Feign interest and use flattery.
· Talk about yourself.
[bookmark: _Not_the_best]Not the best option. 
While you are connecting with the target and establishing values and interests you might share, it’s all very general information that doesn’t really benefit your mission or help to quickly establish the friendship. 
Choose again to find the best option or move onto the next mission.
[bookmark: _Great_work,_you]Great work, you sly villain, you!
You hang on their every word, asking lots of questions and rapidly gain a lot of personal information. 
You also flatter them at every opportunity.
Before too long, you’ve learned that they worry about money and that their romantic relationship is on the rocks. 
You offer sympathy and also advice, effectively building a closer connection with your target.
Go back and choose again or move onto the next mission.
[bookmark: _Oh_no,]Oh no
After telling your target about your fascinating collection of porcelain cats, and showing them photos of every piece in your collection, you notice the target is asleep. 
You were trying to play the long game but doubt they’ll want to catch up again.
Stop making it all about yourself! 
Better to let them do the talking! 
Go back and choose again or move onto the next mission.
[bookmark: _Now_to_make]Mission 5. Now to make them indebted to you
A few months in, you and your gym-buddy target are getting to know each other on a deeper level, even introducing each other to friends and family.
But now you need to find a way of making them indebted to you. 
What’s your approach?
Do you get them a new gym bag?
Do you give them a brand-new iPhone?
Or do you remain patient and wait for the right opportunity to act?
Select your choice:
· Get them a new gym bag.
· Give them a brand-new iPhone.
· Remain patient and wait for the right opportunity to act.
[bookmark: _Not_a_bad_1]Not a bad option
Because the gift makes sense in the context of your gym-based relationship, the target doesn’t suspect it’s connected with their work in any way.
They see it as an unconditional gift, and they feel valued.
Go back and try for an even better result or move on to your next mission.
[bookmark: _You_buy_them]You buy them a new iPhone and insist they accept it even when they say ‘it is just too much.’
Unfortunately, they see through this less-than-subtle gift as a way of buying their favour. They become suspicious of your intentions and start to avoid you.
Mission failed.
Go back and try again.
[bookmark: _You_wait_for]You wait for the right opportunity to arise
Eventually it does when the target’s washing machine breaks down.
You tell them you have a mate who can fix their broken appliance for free.
By doing this, you have set a standard in your relationship, that friends go out of their way to help each other out.
This was the best possible approach, well done. 
You can try choosing again or move on to your next mission.
[bookmark: _Mission_6:_Ask]Mission 6. Ask for a work-related favour
You and the target now have a friendship so close that they practically think of you as family. And family help each other out, right? 
You’ve also been talking with them about their work, asking more and more probing questions. So, now it’s time to ask for a work-related favour to test the waters.
Do you:
· [bookmark: _Hlk163656296]Ask them to deactivate an ABN of yours?
· Ask for their ATO log-in details so you can check out some taxpayer records yourself?
· Act curious about what they do and cheekily ask them to show you what a real tax record looks like?
Select your choice: 
· Ask them to deactivate an ABN of yours.
· Ask for their ATO log-in details so you can check out some taxpayer records yourself.
· Act curious about what they do and cheekily ask them to show you what a real tax record looks like.
[bookmark: _So,_you_have]So, you have decided to start small and ask them to deactivate an old ABN of yours
You’re supposed to go through official channels, but you convince them to make the change themselves, brushing off their concerns about doing something wrong.
Good choice. While it’s not the information you need longer term, it’s a good way to warm them up to the idea of breaking the rules at work. 
Better still, now that they’ve done something wrong at work, you’ve got some leverage for future blackmail! 
Go back to try the other options or move on to the next mission.
[bookmark: _You_ask_for]You ask for their log-in details
The target fixes you with a curious stare, and one eyebrow slowly rises. At that moment, you realise you have failed the mission. 
You went too hard, too fast. Your target immediately suspected you were up to something shady and will no longer talk about anything work-related with you. 
If only you hadn’t pushed so hard!
Go back and choose again.
[bookmark: _You_act_curious]You act curious and ask to see a tax record they have access to on their laptop
You remind them there’s no risk, because you’re just looking at their screen so there’ll be no record of anything.
After some subtle convincing, they show you a random individual’s tax record.
Even though the confidential information they’ve shared is not of any immediate use, you’ve broken down yet another ethical barrier, and have taken the target another step closer to doing your bidding.
As a bonus, you secretly record the conversation with the target for possible future use as blackmail leverage. 
Want to go back and try for an even better option? Or move on to the next mission?
[bookmark: _Now_it’s_time][bookmark: _Mission_7._Now]Mission 7. Now it’s time to really win their loyalty
And instil a sense of obligation by doing something nice for them. Do you:
· Invite them on an all-expenses-paid holiday?
· Slip them a wad of $1000 in cash, telling them this might help ease their financial pressures?
· Or offer to get your hands dirty and help with their home renovation?
Select your choice: 
· Invite them on an all-expenses-paid holiday.
· Slip them a wad of $1000 in cash.
· Help with their home renovation.
[bookmark: _You_invite_the]You invite the target on a weekend getaway, offering to pay for the whole trip. 
Because you’re now close friends, the target doesn’t see the offer as anything they might need to declare at work. 
The trip away also further solidifies their sense of loyalty and obligation to you.
They don’t just feel like they owe you a favour – they now actively want to reciprocate your act of kindness. 
Now go back and try another option or proceed to the next mission.
[bookmark: _You_give_the]You give the target $1000 in cash.
Reluctantly, they accept your gift. You suspected they would, given their financial debts.
The target is now even further trapped in your dastardly web. They now suspect they’re in a shady situation but convince themselves you are giving the gift because you’re a genuine friend. The also choose not to declare the gift to their work or Australian Government Security Vetting Agency, just in case.
Choose again or move to the next mission.
You insist on helping with their bathroom renovation.
The target greatly appreciates your help and doesn’t suspect your actions to be anything other than the kind-hearted deeds of a close friend.
They feel indebted to you. Their sense of trust, loyalty and obligation towards you is sky high.
Go back and try the other options or go to the next mission.
[bookmark: _Now_it’s_time_1][bookmark: _Mission_8._How]Mission 8. How do you get them to take the leap? 
Now it’s time to start asking your target to step up and begin engaging in corrupt activities.
You’ve put a lot of time, effort and money into grooming this person – now you can finally start to benefit from your investment!
You provide them with a list of names and ask them to give you the tax records of those individuals.
The target is teetering on the precipice of corruption.
They’re worried they don’t have a business need to access those files.
If caught, the consequences they would face are very serious. 
Do you: 
· Dish out a large helping of guilt, reminding them of all the ways you’ve helped them in the past?
· Do you offer them a cash incentive for helping you?
· Or do you threaten to tell the ATO about their past transgressions if they don’t help?
What do you choose?
· Guilt?
· Cash incentive?
· Or threat?
[bookmark: _You_sigh_heavily]You sigh heavily and say ‘That’s OK, I just thought after everything I’ve done for you, you’d have my back.’ 
You think of the cat you lost as a child and produce a single tear that runs dramatically down your cheek.
Your blunt-force guilt batters the target into submission. They feel obliged to do whatever it takes to help their close friend who has done so much for them.
Congratulations! Your mission to infiltrate the ATO has been a complete success.
You have groomed a staff member so well they’re practically in your pocket. 
Now you can go back and try the other options or you can see what’s next for you and your partner in crime.
[bookmark: _You_flash_a]You flash a wad of money, saying you’re happy to pay them for their help and that there’s more where that came from.
The idea of regular income for accessing records is irresistible to your debt-laden target, so they agree. 
Besides, they’re already in so deep, they might as well profit from the situation.
Well done! You have successfully infiltrated the ATO and established an ongoing relationship with a corrupt staff member. 
Go back and try the other options or find out what’s next for you and your co-conspirator.
[bookmark: _You_decide_to]You decide to take the tough approach and threaten to go to the ATO with evidence of the target’s previous transgressions.
When the target sees you have recorded conversations, they become quite pale and agree to do whatever you want.
At least now you won’t have to threaten the wellbeing of their family.
Yes, you would’ve sunk that low!
This is Villain Academy, remember? 
Your mission to infiltrate the ATO has been a complete success.
You have groomed a staff member so well they’re practically in your pocket. 
Now you can go back to try the other options or you can see what’s next for you and your inside accomplice.

[bookmark: _So,_what_next?]So, what next?
Unfortunately, it’s consequences.
Serious consequences.
Your accomplice has been caught at work accessing taxpayer information without the need to know and will likely face criminal charges.
They’ve been suspended from their job and are currently under investigation for fraud and corruption.
[bookmark: _What_are_you]What are you going to do?
Threaten them with physical harm if they tell anyone about you?
Console them and tell them you will go to the police and take all the blame?
Or do you cut off all contact with your accomplice and go in search of a new target?
Select your choice: 
· Threaten them.
· Console them and tell them you will go to the police and take all the blame.
· Cut off all contact with your accomplice and go in search of a new target.
[bookmark: _You_abandon_all]You abandon all pretence of friendship and threaten your accomplice with physical harm.
Time passes. 
Just as you’re starting to believe you’ve gotten away with it, the police raid your home, arresting you and seizing all your assets – even your collection of porcelain cats.
It’s jail time for you! 
Go back and choose again or finish your course.
[bookmark: _You_console_your]You console your accomplice and offer to take the blame for everything.
This was a terrible idea. Mission failed!
A true criminal would never do this! Have you not been paying attention at all?? 
Go back! Choose again! Or you can finish the course now.
[bookmark: _You_cut_off]You cut off all contact with your accomplice, ignoring their pleading voice messages and all the sad-face emojis in their text messages. 
They’re no longer of any use to you now that they’re under investigation.
You deny any involvement with the accomplice but investigations point towards your involvement as a groomer.
You’re cooked. 
Proceed directly to jail. 
You can try choosing a different option or you can just give up and finish the course now.
[bookmark: _Ultimately,_you_have]Ultimately, you have failed to infiltrate the ATO. 
I’m sorry to say you’re just not very good at being bad.
That concludes today’s course. Thanks for-
Huh? What’s this?
I was just casually hacking your private information and discovered your secret! 
You work for the ATO!
I can’t believe it!
You used me to learn how to spot a groomer?
How can you be so dishonest?
Thanks for nothing! 
Now, if you’ll excuse me, I’ve got somewhere else I need to be.
A word from Luke O’Connor
The following is message from Luke O’Connor, Director of Investigations, Fraud Prevention and Internal Investigations. 
Hopefully this exercise has given you a different perspective on the methods used by criminals when attempting to groom APS staff.
In your role, it’s vital that you remain alert to the 4 stages of grooming:
First, criminal groomers identify their target, usually through social media and other online sources.
Once they’ve orchestrated a meeting with their target, a groomer may go extraordinary lengths to build these fake friendships by doing favours, giving gifts, and establishing trust.
Sometimes, they’ll dedicate years to grooming a single target.
Once they feel the relationship is strong enough, they’ll coerce their target to engage in corrupt behaviour through positive pressure, such as leveraging the loyalty in the friendship, or offering bribes, or through negative pressure such as blackmail or even threats against the target or the target’s loved ones.
And when the corruption is inevitably discovered, the criminal will usually do whatever it takes to avoid punishment, including blaming their APS collaborator for the crimes.
So, what can you do to protect yourself? Make sure you:
•	maintain a professional relationship with clients, suppliers, and other stakeholders
•	be wary of anyone taking an unusual interest in what you do at the ATO 
•	consider how much information you share on social media.
•	report any unusual or persistent contact with individuals
•	stay up to date with your mandatory training
•	review integrity policies
· keep good records
If you come across suspicious behaviour or have integrity concerns then contact Speak Up to lodge a report.
Additionally the Fraud Prevention and Internal Investigations SharePoint site has a variety of tools and resources to help you, including a support guide that works hand in hand with this video.
For advice on ethical dilemmas, talk to your manager or the People Support Team.
And last of all, these kinds of issues can be stressful.
So, remember that the Employee Assistance Program and Thriving Minds are both here to support your wellbeing.
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